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State Survelillance



Under observation, we act less free,
which means effectively we are less free.”

— Edward Snowden
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Most security failures are
rooted in poor opsec rather
than in technical
vulnerabilities



US LE Techniques
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US LE Surveillance

Lessons Learned

\7

Long-term LE surveillance involving groups of individuals often
involves an informant

LE prefers video over audio for technical surveillance

The legal bar to conduct surveillance outside a physical location is
lower than the bar to conduct surveillance inside a location (IANAL)

LE will always prefer the simplest and most straightforward
surveillance that will gather the evidence they need



Dataminr

m Datuml"l'b Products  Technology  Resources  About LOGIN | SUPPORT

Dataminr’s Real-time Al Platform

WS CAREERS A

Dataminr has been pioneering AUML systems for real-time event
detection since 2010, when we filed our first Natural Language
Processing and Machine Learning patent for detecting events in
micro blogs. Our team of data scientists, engineers, and WH 0 N E E D S 0 U R H E LP ?
researchers use a range of Deep Learning Al methods from a

number of scientific fields, ranging from Natural Language

Processing, Natural Language Understanding. Natural Language

Generation, Computer Vision, Audio Processing and Classification,

and Anomaly Detection on both Machine and Human-Generated

Public Data Streams.



Penlink PLX

WHO WE ARE

SERVING LAW ENFORCEMENT

FOR MORE THAN 30 YEARS

It's more than big data and analytics.

It's about getting you the tools you need to fully enable your investigations.



FBI Philadelphia Arrest
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Portland Livestream Arrest \’




Ex-FBI Director James Comey mentions his

Observation Twitter / |G accounts in public appearance
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Requests to follow on IG recommends Comey
family — and reinholdniebuhr

Locates account for a “Brien Comey"” and
confirms via congratulatory tweet

Comey wrote thesis
on Reinhold Niebuhr

Connecting uier [
The DOtS ProjectExile7

Google



Social Media Strategies \’

Don't use social media and delete unused accounts

Protect your accounts
Rethink whether you need every one of those accounts..

Compartmentalize your social media use (personal vs. political)

Be aware of the impact of your social media
use on other people



Protect Your Accounts

Your password is a weak link y
Use a unique password for each account
Credential stuffing is rampant
https.//haveibeenpwned.com
Enable Multi-Factor Authentication such as app codes or hardware key
Treat security questions as passwords

Use a password manager

Remember not all attackers are LE with
subpoena power



Protect Your Accounts Il \’

Protect yourself and your connections!
Use privacy settings to restrict who can see what

Be mindful of what you share and raise awareness
with others

Scrub metadata from images and documents you
share



Protect Your Accounts Il
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Everything is recorded

Be cognizant that every access to your social
media accounts is logged, including the time and
IP address you accessed the platform from

Your actions within applications can be closely
monitored (completely recorded even)



FBI has 640M
photographs
for in its facial
recognition
database
(FACES)



acial Recognition

Face Search

UPLOAD YOUR PHOTO AND FIND WHERE YOUR FACE IMAGE
APPEARS ONLINE. START PROTECTING YOUR PRIVACY.

E Upload face photos







The greatest material risk to the
profession, despite all its advantages,
IS undoubtedly the telephone. Even if
you do not use it carelessly yourself,
the other person very often will”

— Allen Dulles, Posthumous Notes



Recent NorCal Example

Iraining Initiative

GNTT .

Chasing Cell Phones

This class will explore the methods of exploiting a
suspect’s cellular phone, phone company records, and
third-party data sources records 1o assist in investigations.
This class will increase law enforcement officers”
awareness and Appreciation of the evidence and
ntelgence located m a mobile device and provides
students with the tocks and training 1o prepare search
warrants to legally obtain that evidence. Topacs may
include:

Updated search warant requirements and language
Obtaining information from social medi
communications, and gaming apphcations

‘GPS location records for Android and Apple devices
How to deal with slow responses from cellular, social
media, and onling providers

Bypass procedures for locked/password protected

phones

Locating stolen cell phones and investigating fencing
operations

Dietermining a suspect’s new number when he
dropped his old phone number

This class will be presented on the Zoom Webinar

Instrugtor; Asron Edens is an intefigence Analyst with the
SBan Mateo County Sherift's Office Gang Intelligence Unit. He
retired as a Police Officer from the Hayward Police
Department whore he had been assigned to the Inteligence
Unit. Mr. Edens was previcusly assigned to the Federal
Bureau of investigation’s Joint Terrorism Task Force-
ermational Terorism/Middle Eastern Organized Crime

Day 1 will cover Cell Phone Investigations
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Sample Call Detail Record excerpt after a
target’s phone data was subpoenaed

4155556066
4155556666
4155556666
4155556666
4155556666
4155556666
4155556666
4155556666

Type Direction
Outgoing-answered
Incoming
Incoming
Incoming
Outgoing-answered
QOutgoing
Incoming-answered
Incoming

Associate
15103303300
51099934545
5109994545
4158882222
5102024040
14151118888
4156660001
9254447777

Start Date
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018

21:57:23
21:58:40
21:58:40
21:58:42
22:02:17
22:02:32
22:02:35
22:03:04

Stop Date
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018
5/30/2018

22:02:27
21:58:41
21:58:41
21:58:43
22:02:27
22:02:33
22:04:03
22:03:04

SMS
Duration TeleservicelD

00:05:04
00:00:00 4100 (MMS)
00:00:00 4100 (MMS)
00:00:00 4100 (MMS)
00:00:10
00:00:01
00:01:20
00:00:00 4098 [SMS)
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Begin Begin
IAPSysID End Cell IAPSysID Begin Map

Cell

4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1

End

4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1
4183-3-1

|-4183-3 C:2

L-4183-3 C:26
L-4183-3 C:26
L-4183-3 C:26
L-4183-3 C:26
| -4183-3 C:26
L:4183-3 C:26
L-4183-3 C:26

Begin
Latitude
37.7632
37.7632
37.7632
37.7632
37.7632
37.7632
37.7632
37.7632

Begin
Longitud
e
-122.434
-122.434
-122.434
-122.434
-122.434
-122.434
-122.434
-122.434

Sector

Direction

[degrees] End Map
3 1:4183-3 C:26
3 L4183-3C:2
3 1:4183-3C:26
3 L4183-3C:26
3 L4183-3C:26
31.4183-3C:26

3 L:4183-3 C:211

3-3 C:26

End
Latitude

37.7632
37.7632
37.7632
37.7632
37.7632
37.7687
37.7783
37.7032

End
Longitud
e
-122.434
-122.434
-122.434
-122.434
-122.434
-122.434
-122.423
-122.434

Sector
Direction
[degrees]

L fd LW LW LW L LW L
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https./www.techradar.com/news/p

hone-and-communications/mobile-

phones/how-vour-phone-betrays-yo

ur-location-993674



https://www.techradar.com/news/phone-and-communications/mobile-phones/how-your-phone-betrays-your-location-993674
https://www.techradar.com/news/phone-and-communications/mobile-phones/how-your-phone-betrays-your-location-993674
https://www.techradar.com/news/phone-and-communications/mobile-phones/how-your-phone-betrays-your-location-993674
https://www.techradar.com/news/phone-and-communications/mobile-phones/how-your-phone-betrays-your-location-993674

OrJust Ask (50 gle

e SensorVault
INTRODUCTION AND AGENT BACKGROUND

1. | make this affidavit in suppan of e application for & search warrant for
information that is maintsined on computer servers controlled by Google, Ine. (“Google"), =
emall provider hesdquartered at 1600 Amsphitheatre Parkway, Mountain View, California 94043,
The information to ke searched is described im the following paragraphs snd in Atfachment A 1o
the propased warrant, which consists of Googhe location data associated with & pasticular
spocified location af a particular time, as specificd in Anackment A This affidavit is made in

supgeeant of n application for & search warmnt under 18 U.S.C. ZP03(eH 1 WA 1o require Coogle

\7

Contains detailed records of the exact
location of hundreds of millions of
devices (Android and 10S with Google
apps) dating back nearly a decade

Geofence or “reverse location” warrant

FBI and police in CA, NC, FL, MN, ME,
WA are known users



Non-Profits Track You

TECH

Political Groups Track Protesters’ Cellphone Data

Voting and advocacy groups track cellphones of participants and send messages; the tactics are ‘deeply spooky yet extremely helpful, says
oneuser

n the last decade, the smartphone has become a tool for witnessing police violence toward African Americans. From the 2009 killing of Oscar

Grant to the 2020 killing of George Floyd, we reviewed the footage and talked to the people who captured it, to see how the accounts of racial
injustice became clearer as the phones evolved. Photo illustration: Preston Jessee for The Wall Street Journal

By Emily Glazer and Patience Haggin
Updated June 14,2020 8:44 pm ET



Q: Can LE get into my mobile phone if they , ’

have it in their possession?

A: It depends on a number of factors,
including the hardware, OS version,
whether it is powered on/off, whether
you have unlocked it if powered on (AFU),
password/passcode complexity, and the
agency trying to get into your phone



Cellebrite UFED \’

Smartphone Acquisition

Key Benefits of i0S Data Extraction




 Cellebrite UFED

~ Cellebrite Advanced Services (As of 04 July 2020 :

N Apple i05 full file system extraction

= iPhene 45 to iPhone 11/11 Pro/11 Pro Max brute force passcode -
» iPhane &5 to iPhone X After-First-Unlock [AFU) extraction without needing to brute force R
passcode imust keep device alive alter seizurel)

. File-Based Encrypted [FBE] Android full lile system extraction [Samsung /

. Huawei / Google Pixel / LG / Moterola, etc.]

. « Samaung Galaxy 510, Note 10, and all A Series [2017] Brute force passcode -
* Huswei P30, P20, Mate 20 and many others (2017 and newerl brute lorce passcode -

. « Qualcomm and MadiaTek based devices brute force passcode N

. * After-First-Unlock LAFU] extraction [must kaep device alive seizurell, including Google Piael

. 230s .

Full-Disk Encryption [FDE] Android physical extraction [Samsung, Huawei, .
. Google, LG, Lenovo, Matorola, Nokia, Sony, etc.] .

» Brute force Secure Startup passcodes
N = Bypass, brute farce, or disable screen lock passcede

. Android Encrypted Container extraction (find evidence you may have -
. averlooked) )
- + Samsung Secure Falder [knex folder] .
N * Huawei PrivateSpace .
- + Xiaomi Second Space support coming soon .
“ R
. .
.
.. .
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Q: Why Signal?

A. Because you
porobably already use it!




Four steps to increase ‘7’
your security

Use a burner number (i.e. Google Voice, Hushed, Sudo)
Always verify Safety Numbers (fingerprints)

Set Disappearing Messages (one week is a good
compromise between security and usability)

Do not use Signal as your default SMS app (Android)



Increase Mobile Security \-y-’

Use a phone and SIM not tied to your real name (i.e. burner phone)
Use a de-Googled mobile OS (Graphene / Librem)

Eliminate unnecessary / unused apps (e.g. Facebook, Gmail etc.)
Restrict https./myaccount.google.com/intro/activitycontrols

Turn your phone off when seizure risk exists (BFU)

Segment your communication between different phones

Accept that using a cellular phone is
fundamentally insecure


https://myaccount.google.com/intro/activitycontrols

Mask up! \ﬂ

Cover your eye areda

Leave your phone
Don't film people

Beware social media



Thanks!

Any questions?

You can still find us by talking to us after ;-)
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